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1. Overview 
 

a thenahea lth is exc ited to beg in our elec tronic  da ta  exc hange partnership  with your 
lab ! To ensure tha t we have a ll the information we need  to best serve your fac ility and  
our c lient’ s p roviders, p lease take the time to review our Clinica l Results Interfac e 
spec ifica tions, deta iled in this doc ument. If you have questions p lease c ontac t your 
a thenahea lth Projec t Manager and  refer to our da ta  exc hange spec ifica tions  
a t:  http :/ / www.a thenahea lth.c om/ interfac es 

 

2. Imp lementa tion Fees 
 

Clinica l Results Interfaces a re a  va lue--‐add  servic e offering from a thenahea lth and  
therefore a re p resented  a t no c ost to you or to your ordering p roviders. 

 

3. Produc t Desc rip tion 
 

Clinica l Doc ument Interfac es support the elec tronic  transmission of c linic a l results from a  
third -party information system into a thenaClinica ls. This c lass of interfac e is designed  to 
a llow the una ttended  transfer and  rea l-time p roc essing of interfac e messages from a  
remotely loc a ted  trad ing partner system to a thenaNet, via  the a thenaNet Message 
Exc hange (MX) eng ine. The a thenaNet MX engine implements a ll nec essary aspec ts of 
message queuing and  message p roc essing log ic . 

 
The fo llowing sec tions desc ribe wha t da ta  and  p roc esses the a thenaNet MX 
engine is c apab le of hand ling, how the a thenaNet MX engine hand les them, 
and  c ustomer responsib ilities, inc lud ing workflow, maintenanc e and infrastruc ture. 

 
• The d irec tion of the message da ta  transfer is outbound  from a  third --‐party 

trad ing partner inbound  to a thenaNet. 
• The format of the message da ta  is HL7v2.3.1 ORU, R01, or R03 messages. 
• Connec tivity is by TCP/ IP soc ket. 

 

http://www.athenahealth.com/
http://www.athenahealth.com/interfaces
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• Enc ryp tion is by SSH or VPN. 
 

4. Globa l Arc hitec ture 
 

a thenahea lth develops Clinic a l Results Interfaces a long a  “ g loba l”  message exchange 
parad igm to leverage our c loud--‐based  software a rc hitec ture. An interfac e from your 
fac ility delivers messages to our sing le--‐ instanc e, multi--‐tenant messaging eng ine. Our 
messaging eng ine subsequently routes messages to your ordering  p roviders. 

 
In p rac tic a l terms, this means tha t your fac ility c an send  results to a ll of your ordering 
p roviders who use a thenaNet over a  single interfac e. Add ing add itiona l p roviders or 
p rac tices to an existing interfac e requires no development or testing. 

 
To imp lement a  g loba l interfac e, your fac ility must standard ize the following three MSH 
fields in a ll HL7 messages. Your fac ility should  identify each separa te p rac tice tha t 
rec eives results from with a  unique MSH--‐6 value. 

 
4.1. Global MSH Specs 

 
• MSH| 3 – Send ing App lic a tion 

o Used  by a thenaNet MX Engine to identify the type of result 
o This c an be LAB, PATH, MICRO – any identifier tha t best desc ribes the type of 

result 
• MSH| 4 – Send ing Fac ility 

o Used  by a thenaNet MX Engine to identify the c linica l trad ing partner 
o For examp le: Bubb ling Brooke Hosp ita l Lab  c ould  send  “ BBROOKELAB”  

• MSH| 6 – Rec eiving Fac ility 
o Used  by a thenaNet MX Engine to identify the ordering p rovider’ s p rac tic e 
o Our p referred  identifier is the ordering p rovider’ s a thenaNet c ontext 

ID, a  unique p rac tice--‐spec ific  numeric  va lue p rovided  by your 
a thenahealth Interfac e Projec t Manager. 

o We c an a lso ac c ommodate your fac ility’ s p rac tic e--‐spec ific  
identifier (typ ic a lly the ordering p rovider’ s ac count number a t your 
fac ility). 

 

5. Message Hand ling  
 

5.1. Overview 
 

Our standard  Clinic a l Results interfac e c an support the below result types: 
 

• Clinical Documents –  Pro v id e s c a n  re c e iv e  e le c t ro n ic  c l in ic a l  
d o c u m e n t s f ro m  e x t e rn a l  t ra d in g  p a r t n re s.  Th i s re su l t  t y p e  c a n  
in c lu d e  Hist o ry  &  Ph y si c a l ,  Pre O P N o t e s,  C o n su l t a t io n s,  D isc h a rg e  
Su m m a ry ,  C D U A d m issio n  n o t e s,  e t c .  

• Clinical Documents with Embedded PDF – athenaNet can also support Base 64 Embedded 
PDFs 

 
5.2. Message Formats 

The a thenaNet MX engine is c apab le of pa rsing interfac e messages formatted  
 

http://www.athenahealth.com/
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ac c ord ing to the HL7 spec ifica tion (c urrently, version 2.3.1 and  2.5 a re supported ; see 
a thenaNet MX Native HL7 Interfac e Spec ific a tions for deta iled  message 
spec ific a tions). 

 
The a thenaNet MX engine c an p roc ess R01, R03, and  ORU messages. 

 
5.3. Sample Messages and Specification 

 
Sample messages a re a  c ritic a l pa rt of sc op ing an interfac e and  a re required  to 
p roc eed  with the sc op ing of this interfac e. We expec t the sample set will inc lude 
messages tha t rep resent a ll sc enarios this interfac e will hand le. We p refer tha t the 
sample messages be pulled  from a  rea l operationa l system, and  thus c onta in rea l da ta . 

 
If your samp le messages c onta in PHI, p lease c ontac t your a thenahea lth Interfac e 
Manager and  request tha t they genera te an enc ryp ted  ema il for the exc hange of the 
messages. 

 
5.4. Minimum Requirements 

 
The a thenaNet MX engine requires a t least the following within the HL7 message to 
suc c essfully c rea te a  result doc ument in a thenaNet: 

 
• A p rac tic e identifier (see sec tion 4.1) 
• Pa tient information (see sec tion 4.1) 
• Provider information (see sec tion 4.1) 
• A result order type (OBR.4) and  ac tua l result va lues (OBXs) 

 
5.5. Message Processing: Inbound Messages 

 
5.5.1. Routing Results to athenaNet Departments 

 
Inbound  results must be routed  to a  department (“ ordering fac ility”  or physic a l p rac tic e 
loc ation) enab led  on a thenaClinic a ls. The a thenaNet MX engine has two op tions for 
mapping results to a  department: 

 
• Based  on the p rovider in the message. The a thenaNet c lient will need  to 

supp ly a  list of the p rimary department for eac h p rovider (username). 
• The send ing fac ility will send  a  loc a tion identifier in the message, and  this 

identifier should  be used  to route results to the appropria te a thenaNet 
department. 

 
5.5.2. Routing Results to Providers 

 
Based  on the p rovider information sent in the message, the a thenaNet MX engine 
will route results documents to an a thenaClinic a ls p rovider. The eng ine will 
sequentia lly examine up  to eight fields to a ttempt to match a  result to the 
appropria te ordering p rovider: 

1. OBR-16: Ordering Provider 
2. ORC-12: Ordering Provider 

 

http://www.athenahealth.com/
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3. OBR-28 : Results Copy To 
4. PV1-7: Attend ing Doc tor 
5. PV1-8: Referring Doc tor 
6. PV1-9: Consulting Doc tor 
7. PV1-17: Admitting  Doc tor 
8. PV1-52: Other Hea lthc are Provider 

 
Eac h p rovider is required  to have a  unique identifier tha t is inc luded  within the send ing 
fac ilities messages (for examp le: | ProviderNPÎ ProviderLastName^ProviderFirstName| ). 
The p referred  p rovider identifier is NPI number.  If your fac ility is unab le to identify 
p roviders by their NPI number, a thenahealth will require a  list of a ll p rovider identifiers. 

 
If the a thenaMX engine c annot estab lish a  match using the eight fields above, the 
result will route to a  shared  username a t the p rac tic e (STAFF) and  be p lac ed  into a  
HOLD sta tus tha t ind ic ates tha t p rac tice sta ff must manually p ic k an ordering p rovider. 

 
5.5.3. Patient Matching 

 
The a thenaMX engine matc hes results to a  patient based  on the below c riteria . For 
automated  pa tient matc hing to occ ur, the below three fields in the HL7 message must 
be identic a l to the da ta  in the pa tient’ s a thenaClinic a ls chart: 

 
• Pa tient last name (PID‐5.1) 
• Pa tient first name (PID‐5.2) 
• Patient date of birth (PID‐7) 

 
If a  result does not matc h to a  pa tient in a thenaNet, it will go into a  HOLD sta tus in the 
department sta ff buc ket for the p rac tic e to review. 

 
5.5.4. Order Type Mapping – Compendium 

 
a thenahea lth will request a  list of the c linic a l trad ing partner’ s orderab le lab test names 
and  the c orrespond ing order c odes for each test (the va lues standard ly sent in OBR 4.1 
[order c ode] and  OBR 4.2 [loc a l test name]). These order c odes and  loc a l test names 
will be matc hed  to an a thena  Order Type by an outside c onsultant with c linic a l lab  
order expertise. This will fac ilita te the Tie to Order p roc ess (desc ribed  in 5.3.5) and  assure 
tha t results a re named c orrec tly within a thenaNet. 

 
5.5.5. Result T ie-To-Order Requirements 

 
a thenahea lth will a ttempt to match inbound c linic a l results to an open lab  order. For 
results to tie to an order, the fo llowing c riteria  must hold : 

1. The first name, last name and  da te of b irth of the pa tient in the result must 
matc h a  pa tient reg istered  a t the p rac tic e. 

2. a thenaNet must be ab le to rec ognize the result type in the message. This 
means tha t the order c ode on the result (OBR--‐4.1) must be mapped to an 
a thenaClinic a ls order type. 

 
If both c riteria  a re met, the a thenaNet MX engine will a ttempt to loca te a  sing le order to 

 

http://www.athenahealth.com/
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tie to the inbound  result. If it cannot find  an open order, the eng ine will mark the result as 
unsolic ited . 

 
5.5.6. Superseding Logic Requirements 

 
The a thenaNet MX engine will p roc ess p reliminary and  fina l results, as well as 
c orrec ted  results and  specimen--‐rejected  messages. 

 
The supersed ing logic  in the engine determines when to overlay new results messages 
over a  p revious message. To determine whether a  result doc ument will supersede a  
p reviously rec eived  doc ument, the eng ine examines OBR--‐3 (Externa l Ac c ession ID), 
OBR--‐4 (Order Code and  Name), and  the send ing fac ility fields. Ind ividua l a thenaNet 
p rac tic es may d isab le supersed ing log ic  func tiona lity a t the p rac tic e level. 

 
a thenaNet c an a lso identify result doc uments tha t a re an exac t dup lic a te of each 
other and  automatic a lly c lose a ll but one result. The fo llowing c riteria  must identic a l for 
two or more documents to be c onsidered  exac t dup lic a tes: 

 
• Externa l Ac c ession Identifier 
• Tie-to-Order Document ID 
• Clinic a l Provider ID (send ing fac ility) 
• Provider username tha t the doc uments were sent to 

 
5.5.7. Embedded PDF Requirements 

 
The a thenaNet MX Engine c an p roc ess c linica l results messages with embedded 
PDFs tha t meet the following  requirements: 

 
• PDF enc oded  in Base--‐64 and  sent using enc apsula ted  da ta  da ta type (OBX--‐2 

should  c onta in ‘ED’ ). 
• Eac h message c orresponds to a  sing le result, and  c onta ins exac tly two OBR 

segments: 
o The first OBR segment conta ins d isc rete ana lyte va lues in as many OBX 

segments as required . 
o The sec ond  OBR segment c onta ins a  sing le OBX segment with PDF da ta  in 

OBX--‐5.5 
o Both OBR segments have the same acc ession identifier (OBR--‐2) and  order 

type (OBR--‐4). 
• For pa thology stud ies – or other result types with textua l find ings for which there is 

no d isc rete da ta  – it is ac c ep tab le to send  a  sing le OBR segment conta ining PDF 
da ta . 

 
Example OBX segment (OBX--‐2 c onta ins ‘ED’ , OBX--‐5.5 c onta ins the embedded PDF da ta ): 
OBX| 1| ED| PDF̂ PDF̂ ADTX| | ADTX^ Img^PDF̂ Base64^JVBERi0xLjc gCiXi48| | | | | | | | | 20130
204095100|  

 
5.5.8. Result Code Sets 

 
The a thenaNet MX Engine uses a  standard ized  set of observa tion abnorma l flags and  
result sta tuses derived  from the CDC’s pub lished  c ode sets. Please refer to the 

 

http://www.athenahealth.com/
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a thenaNet Inbound  Globa l Tab les support doc ument on our da ta  exc hange 
spec ifica tions 
website: http :/ / www.a thenahealth.c om/ _doc / interfac es/ a thenaNet_Globa l_Tab les_(Inbo
und).xlsx 

 

6. Message Queue Ma intenanc e 
 

a thenahea lth’ s Interface Opera tions team monitors and  mainta ins the a thenaNet 
message queue, a  da tabase that stores messages during interim steps in the parsing and  
routing p roc ess. Message parsing and  routing oc c urs in near--‐rea l time; the delay 
between rec eip t of a  message by the MX Engine and  delivery of tha t message to your 
ordering p roviders is typ ic a lly severa l sec onds. 

 

7. Physic a l Arc hitec ture Requirements 
 

Please refer to the a thenahea lth Connec tivity Guide for any questions regard ing the 
a rc hitec ture of this interfac e. 

 

8. Projec t Plan 
 

 
8.1. Phase One: Scoping and Connectivity 
A kic k--‐off c a ll will be sc heduled  by a thenahea lth for this p rojec t. The externa l trad ing 
partner’ s IT and  Network c ontac ts a re required on this c a ll (if an interfac e vendor will be 
used , tha t c ontac t is a lso required ). The a thenahea lth Interfac e Projec t Manager will 
work with the externa l c ontac t(s) to sc ope the interfac e and  to answer any questions. 
Onc e the c a ll has c onc luded , the a thenahea lth Interfac e Projec t Manager will send  the 
externa l trad ing partners an ema il with the next required  ac tions. If the interfac e will 
utilize a  VPN c onnec tion, the a thenahealth Network Team will reach out to the externa l 
Network c ontac t a fter the rec eip t of the c omp leted  a thenahealth Connec tivity 
Worksheet. 

 
Action Items: 

 
• a thenahea lth Interfac e Implementa tion Worksheet 
• a thenahea lth  Connec tivity  Worksheet 
• Samp le HL7 messages 
• Compend ium 

 
Timeline: Two weeks, a fter the kic k‐off c a ll 

 
8.2. Phase Two: Code  
Onc e a  c onnec tion has been estab lished  between a thenahea lth and  the externa l 
trad ing partner, the a thenahealth developers will c ode the interfac e to the 
spec ifica tions from the athenahealth Interface Implementation Worksheet. During this 
phase, the fina lizing of a thenaNet tab le builds, da ta  imports and  other genera l 
a thenaNet tasks will be c ompleted  and  the interfac e will be ready to test with rea l 
da ta . 

 

http://www.athenahealth.com/
http://www.athenahealth.com/_doc/interfaces/athenaNet_Global_Tables_(Inbound).xlsx
http://www.athenahealth.com/_doc/interfaces/athenaNet_Global_Tables_(Inbound).xlsx
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Action Items: The externa l trad ing partner should  be read ily ava ilab le to answer any 
questions tha t the a thenahea lth developers may have when c od ing the interfac e. 

 
Timeline: One week – the a thenahea lth Interfac e Projec t Manager will inform the 
externa l trad ing partner of a  ta rget date for cod ing comp letion. 

 
8.3. Phase Three: Testing 
The a thenahea lth developer will load  the interfac e to the c lient’ s testing environment 
which a thenahea lth refers to as Preview. The Interfac e Projec t Manager will request 
tha t the externa l trad ing partner send  multip le test results to the Preview environment 
to va lida te the interface. The Interfac e Projec t Manager will then return 5--‐10 result 
c op ies that should  be verified  by the externa l trad ing partner. 

 
Action Items: 

 
• The externa l trad ing partner will send  test results into a thenahea lth’ s 

Preview region. 
• The Interfac e Projec t Manager will return result c op ies 
• The externa l trad ing pa rtner will verify that the result cop ies a re sa tisfac tory. 

Timeline: One week 
 

8.4. Phase Four: Go Live  
Onc e the interfac e has been tested  and  approved  by both the a thenahea lth 
Interfac e Projec t Manager and  the externa l trad ing partner, the fina l version of the 
interfac e, from Preview, is loaded  into Produc tion. 

 
Timeline: 2 business days, ba rring any unforeseen issues reported  by a thenahea lth 
or the externa l trad ing partner. 

 
8.5. Summary 

 

Phase Ac tivity Estimated  
Ti li  Phase One Sc op ing and  

C ti it  
Two Weeks 

Phase Two Code One Week 
Phase Three Testing One Week 
Phase Four Go Live Two days 
Tota l – 30 days 

 

9. Interfac e Support 
 

The externa l trad ing partner should  c ontac t the a thenahea lth Interfac e Network 
Management team to report any suspec ted  interfac e issues. The a thenahea lth 
Interfac e Network Management team c an be reac hed  
a t  Interfac eNetworkManagement@athenahea lth.com 

 

10. Append ix A: Sc heduled  Downtime 
 
The a thenaNet MX engine is sub jec t to the same ma intenanc e windows as the 

 

http://www.athenahealth.com/
mailto:InterfaceNetworkManagement@athenahealth.com
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genera l a thenaNet app lica tion. Currently, 1:00 --‐ 4:00 am Eastern Time is reserved  
every morning for ma intenanc e. By default, a ll interfac es a re shut--‐off during this 
time window, and  a lso rema in d isab led  until 6:00 am Eastern Time. 
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11. Append ix B: Changelog  
 
v1.2.1: Changes to MSH header desc rip tions. 

 
v1.2.2: Added  deta ils on c ode sets for observa tion abnorma l flag  and  

result sta tus. v1.2.3: Added  deta il on result routing. 

v1.2.4: Added  deta il on embedded PDF 

requirements. v.1.2.5: Added  c la rific a tion on 

embedded  PDF requirements. 

v.15.5.12: Rebranded . 

 

http://www.athenahealth.com/
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