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Overview

Lightning is a secure lightweight connectivity solution created by athenahealth that is able to transfer
messages both to and from athenaNet. As Lightning is preconfigured to securely access athenahealth’s
network, interfaces are much faster to set up for both senders and receivers. Lightning
downloads/uploads messages from/to athenaNet via secure web service transactions (HTTPs port: 443)
to/from a client’s local machine. A separate encrypted passcode is also stored locally and is tumbled
periodically is also exchanged also ensures the security of the data being sent. This solution also
provides a simple user interface to manage your interfaces with athenahealth, as well as provide options
to archive messages and change the location of where your data is stored.

How It Works

After installing Lightning and configuring an interface, Lightning will create a folder in the Data Storage
Location you have specified (default: /Program Files/athenahealth/Lightning/LightningDataFolders). The
name of the folder will be the same name as your interface. In the interface folder, you will find folders
specifying the direction of the interface:

Archive 4/27/2014 12:55 PM  File folder
Download_FromAthena 4/27/2014 11:49 AM  File folder
Upload_ToAthena 4/27/201411:49 AM  File folder

If you have created an Upload To Athena Interface, you can push messages to the Upload To Athena
folder and Lightning will pick them up and send them to athenaNet.

Note: The messages that are picked up and delivered are automatically deleted from the interface folder. If you configure the interface to
archive sent files an Archive folder will be created in your interface folder.

If you have created a Download From Athena Interface, you can pull messages sent from athenaNet
from the Download From Athena folder.

Installation

System Requirements

* Supported on:

o Windows 7 and above

o Windows Server 2008 and above
* Internet connectivity
* Services require Admin to run

Installation Setup

1. Place the installation’s zip file (Lightning_Setup.zip) on the computer that will run the service
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2. Open the zip file and extract the contents to a specific destination. Please make note of the
destination.

3. Open the Lightning Setup folder

Name Size

"] Lightning Setup 25 965 488

4. Double-click the installer file (Setup) to begin the installation process

| Executables 6/16/2014 11:51 AM  File folder
Setup 6/11/2014 8:54 AM  Windows Batch File 1KB

5. Click Next then read the License Agreement. If you agree to the terms, click the ‘l accept the
terms in the license agreement’ radio button and click Next.

r N -
%) Lightning - InstallShield Wizard [ ) Lightning - InstaliShield Wizard [
Welcome to the InstallShield Wizard for License Agreement
Lightning Please read the following license agreement carefully.
| The InstaliShield(R) Wizard will install Lightning on your — 3 -
computer. To continue, dick Next. End-User License Agreement \j

Athenahealth IS WILLING TO LICENSE THE SOFTWARE
IDENTIFIED BELOW TO YOU IF YOU ACCEPT THE TERMS IN
THIS AGREEMENT. PLEASE READ THE AGREEMENT
CAREFULLY. BY DOWNLOADING, INSTALLING OR USING
THIS SOFTWARE, YOU ACCEPT THE TERMS OF THE
WARNING: This program is protected by copyright law and ! IAGREEMENT. INDICATE ACCEPTANCE BY SELECTING THE

international treaties. "ACCEPT" BUTTON AT THE BOTTOM OF THE AGREEMENT. IF
YOU ARE NOT WILLING TO BE BOUND BY ALL THE TERMS, ~

(@ I accept the terms in the license agreement

() 1do not accept the terms in the license agreement

InstaliShield

o> Ea e .
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6. The installation location is defaulted for you, if you wish to change the install location click the
Change... button and select the folder you wish Lightning to be installed. Once you have
selected a folder you can click Next.

p —
%) Lightning - InstallShield Wizard =)
Destination Folder
Click Next to install to this folder, or dick Change to install to a di
= Install Lightning to:
C:\Program Files (x86)\athenahealth\Lightning\
InstallShield
» [ <Back J[ nNext> ][ cancel |
" J
7. Click the Install button
r ™y
%) Lightning - InstallShield Wizard S
Ready to Install the Program

The wizard is ready to begin installation.

If you want to review or change any of your installation settings, dlick Back. Click Cancel to
exit the wizard.

Current Settings:

Setup Type:
Typical

Destination Folder:
C:\Program Files (x86)\athenahealth\Lightning\

User Information:
Name: hhe

Company:

InstallShield

[ <gack [ gostal [ [ concel |

8. At the completion screen, click the Finish button
rﬂ Lightning - InstallShield Wizard - g‘

InstallShield Wizard Completed

' The InstaliShield Wizard has successfully installed Lightning.
Click Finish to exit the wizard.
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9. You will be prompted to select the location you wish Lightning to push/pull data from when
Lightning runs for the first time. If you wish to change the location from the default press
Browse and select a location on your machine. You can then press Save when finished

Choose Data Folder @

Data Folder |- Program Files (x86)\athenahealth\Lightning\LightningDataFolders

10. The updater will run quickly and the Lightning icon will appear in the Windows tray once the
installation is complete

9:28AM |

e T

Managing your Interfaces

Navigation: You can manage all of your interfaces right from the Lightning application window. If the
Lightning application is not open, simply open the application from the location where it was originally
installed.

If it is already running, open up your tray and right click the lightning icon. From the menu select the
Show Window option.

Show Window
Stop Service
Exit

h e B

Customize...

From the Lightning application window you are able to change the location where data is pushed/pulled
on your machine as well as add, edit, test, and delete all the interfaces you have with athenahealth.

Changing the Data Storage Location
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1. Navigate to the Lightning application window

= = T e

File Edit Help
Interfaces

#Received  LastMessage Recsived

o | = II

2. Navigate to the Edit option on the top of the window and select Data Storage Location.

( ~ Lightning 7‘ ‘ ‘ E‘@

#Receved  LastMessage Received

f [ Add J [ Edt ][ Deete ]

3. From here Lightning will prompt you to select a new data folder to push/pull files from. If you
wish to change the folder from the default, click the Browse button and select the desired folder
from your file directory, then click the Save button. If you wish to use the default, just close the

window.

' Choose Data Folder -

Data Folder - C:\Program Fies (86)\athenaheath\Lightning\LightringDataFolders | ([ Browse. ]

Adding an Interface

1. Navigate to the Lightning application window. Click the Add button.

([ Lighting i A O B N - [E=YEE=~)

File Edit Help
Interfaces

#Received  Last Message Received

e | I T I
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2. A pop-up will appear with many different options to apply to your interface. These options are
detailed below:

Edit Interface @
Interface Name |
Interface Type
© Upload to athena Download from athena @ Bi-Directional

Archive Sent Files?
@ Archive Delete
What do you want to do with the archived files?

© Compress Them ® No modficationfor |7 </ Days
) Delete Them after

Leave Them Folder Exceeds 100 4| mB

[V] Enabled

Save

a. Interface Name: The name of your interface that will appear on the Lightning
application window and on the folder in the Data Storage Location previously
configured.

b. Interface Type

Upload To Athena (Up) Interface that sends messages to athenahealth.

Download From Athena(Down) Interface that receives messages from athenahealth

Bi-Directional Interface that both sends/receives messages from athenahealth

c. Archiving: When messages are sent to athenahealth, the files are automatically deleted
from the data folder that your machine is pushing to. When configuring an interface you
are able to select the Archive option to have the files that were sent/deleted saved to
an Archive folder. You can then configure the archiving behavior with the various
options described below:

Edit Interface =
Interface Name |
Interface Type
Upload to athena Download from athena © Bi-Directional
Archive Sent Files?
@ Archive Delete

‘What do you want to do with the archived files?

© Compress Them @ No modiffication for 7 {21 Days
() Delete Them after
©) Leave Them () Folder Exceeds 100 K mB

[¥] Enabled

[ Save ]
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Compress Them

Files saved to the archive folder will be compressed based on the parameters
set on the right (after X number of days/when the folder size exceeds X mb)

Delete Them

Files saved to the archive folder will be deleted based on the parameters set on
the right (after X number of days/when the folder size exceeds X mb)

Leave Them

Files saved to the archive folder will remain in the folder in their original state.

te: Selecting this option means that all sent messages will not be saved in any Archive

folder.

Note: Selecting the Delete option will delete any existing Archives. It is recommended that you back up your Archive
folder to a different location before selecting this option if there is data you wish to save.

e. Enabled: When this box is checked the interface is actively sending/receiving messages.
If this box is unchecked, the interface will be disabled until it is re-enabled by the user.
When an Upload To Athena connection is re-enabled, messages queued in the folder
will resume sending. When a Download From Athena connection is re-enabled,
messages queued will be sent from the time the interface was disabled.

3. Click Save once done configuring the interface.

Note: This will create a folder in the previously configured Data storage location with the same name as the interface.

Now that you have finished configuring the interface on your machine, the interface can be

connected to athenaNet after it has been configured by an athenahealth team member. Please
contact the Athena project manager you have been working with for setup. We will ask for the
first few digits of the interface ID located below:

Lightning

= X

File Edit Help
Interfaces

Name Ty. D &
e T———

Last Message Sent

#Received _Last Message Recsived

Enabied

Test

Add

Configuring an Interface

1. Navigate to the Lightning application window. Click the Edit button.

Lightning

File Edit Help

Interfaces

Name Ty.. ID

.
T r——

. LastMessage Sent

#Recsived Last Message Recsived

Test
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2. A pop-up will appear with many different options to apply to your interface. These options are
detailed below:

s M
Edit Interface [ihj
Interface Name |
Interface Type
Upload to athena () Download from athena @ Bi-Directional
Archive Sent Files?
@ Archive Delete

What do you want to do with the archived files?

~
3

© Compress Them @ No modification for < Days
_) Delete Them after

Leave Them Folder Exceeds 100 & mB

Enabled

Save

a. Interface Name: The name of the interface that will appear on the Lightning application
window and on the folder in the Data Storage Location previously configured.

b. Interface Type

Upload To Athena (Up) Interface that sends messages to athenahealth.

Download From Athena (Down) Interface that receives messages from athenahealth

Bi-Directional Interface that both sends/receives messages from athenahealth

c. Archiving: When messages are sent to athenahealth, the files are automatically deleted
from the data folder that your machine is pushing to. When configuring an interface you
are able to select the Archive option to have the files that were sent/deleted saved to
an Archive folder. You can then configure the archiving behavior with the various
options described below:

Edit Interface =
Inteface Name |
Interface Type
Upload to athena Download from athena © Bi-Directional
Archive Sent Files?
@ Archive Delete

What do you want to do with the archived files?

© Compress Them © Nomodficationfor |7 {+] Days

© Delete Them after

© Leave Them (© Folder Exceeds 100 [ mB
[¥] Enabled

[ Save ]
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Files saved to the archive folder will be compressed based on the parameters
set on the right (after X number of days/when the folder size exceeds X mb)

Compress Them

Files saved to the archive folder will be deleted based on the parameters set on

RIS the right (after X number of days/when the folder size exceeds X mb)

Files saved to the archive folder will remain in the folder in their original state.
Leave Them

te: Selecting this option means that all sent messages will not be saved in any Archive
folder.

Note: Selecting the Delete option will delete any existing Archives. It is recommended that you back up your Archive
folder to a different location before selecting this option if there is data you wish to save.

e. Enabled: When this box is checked the interface is actively sending/receiving messages.
If this box is unchecked, the interface will be disabled until it is re-enabled by the user.
When an Upload To Athena connection is re-enabled, messages queued in the folder
will resume sending. When a Download From Athena connection is re-enabled,
messages queued will be sent from the time the interface was disabled.

3. Click Save once you are done configuring the interface.

Testing an interface
In the Lightning tray app you are able to test your interface. This test checks whether you are able to
connect to athenaNet and whether the application is able to write/read from the Lightning Data Folders.

1. Navigate to the Lightning application window. Click the interface you wish to test and click the
Test button.

Lightning = 3|

File Edit Help

Interfaces

Name Ty.. ID

Last Message Sent #Reosived Last Message Recsived Enabled

2. Ifthereis anissue please make sure that Lightning has access to write to the data folders you
specified on setup. If it still is not working please contact the Athena project manager you have
been working with.
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Deleting an Interface

1. Navigate to the Lightning application window. Click the interface you wish to delete and click the
Delete button.

~ Lightning

File Edit Help
Interfaces

Nar

e
|_ test123456

g Jooex ) peee ]

2. A pop-up will appear and ask you to confirm your intent to delete your interface. If you wish to
delete the interface click Yes.
s

| @ Are you sure you want to delete the selected interface?

|

Note: A deleted interface cannot be recovered. If you accidentally delete your interface, or wish to create a new interface you must
contact athenahealth to ensure that messages will be sent/received.

Disabling the Lightning Service

Disabling the Lightning service will stop all messages from all interfaces from being
downloaded/uploaded to and from athenaNet. When re-enabled, queued messages from athenaNet
will be downloaded to the Download_FromAthena data folders and files in the Upload_ToAthena data

folders will be uploaded to athenaNet.
1. Navigate to the Windows tray and right-click the Lightning icon.

Show Window

Stop Service

Exit

2. Select the Stop Service option. You should see the icon change to reflect the status of the
service.

o LA S
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Troubleshooting

If your interface is not installing/sending or receiving messages properly, there are a few steps
you can take to help identify any issues:

Download Install Logs

If you are having issues installing Lightning, downloading your install logs will help whoever is

assisting you to diagnose the issue you are having.

1. Navigate to the folder where you originally unzipped the install file. Note the location of this

folder for step 2.

» » |
@Qv' » Lightning Setup »
Organize v Include in library v Share with v Burn New folder
{ Favorites Rame
Bl Desktop ISSetupPrerequisites
& Downloads program files
| Recent Places 2 0x0409
ﬂ%] Lightning
9 Libraries setup
5| Documents 2| Setup
J‘A Music
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2. Locate the file setupexe.txt. This is a log file that is generated when you try to install Lightning

[BSET=X=)

@_@v] @ » LightningSetup » Lightning Setup » ~ [ %3 [ Search Lightning Setup o]

Organize v [J)Open v  Sharewith v Print  Bum  Newfolder =Y A @

3¢ Favorites Name Date modified Type Size

M Desktop ! Executables 6/16/201411:51 AM  File folder |
|8 Downloads Setup 6/11/20148:54 AM  Windows Batch File 1Ke|
‘% Recent Places | setupexe 6/16/201412:00 PM  Text Document 478

4 Libraries
[ Documents
& Music
(=] Pictures.
B videos

1% Computer
&, system (C)

€ Network

<[ . ]

j setupexe Date modified: 6/16/2014 12:00 PM Date created: 6/16/2014 11:58 AM

Text Document Size: 46.3 KB

Download Lightning’s Log files

Lightning’s log files can provide the athenahealth support team information about the issue that
is occurring. Below are instructions on how to download these files:

1. Click File on the top left corner of the Lightning application and select the Export Logs

~ Lightning

File | Edit Help

Stop Service
Export Logs
Hide Window  Alt+F4
Exit Tray App

4 #Sent LastMessageSent

#Received Last Message Received

Add ] ( Ed J [ Deete

2. Select the location you would like to save the .zip file containing the Lightning logs.
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3. Email DataExchangeManagement@athenahealth.com with a description of the issue you are
seeing and the zipped logfile attached. You should receive a response as soon as a support
associate is available.

Uninstalling Lightning

1. Navigate to:
e Start >> All Programs >> athenahealth >> Lightning

2. Click Uninstall Lightning

(& Internet Explorer -
@ Pidgin
& Spotify il
Sublime Text 2
@ Windows DVD Maker
%) Windows Fax and Scan
© Windows Media Center
\@ Windows Media Player
=1 Windows Update
<4 XPS Viewer

. 1-Zip

. Accessories | 3

. athenahealth

. Lightning

m

* Lightning
\ .5 Uninstall Lightning
. Axure
. Cisco
. Dolby
. Games Y,
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